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1. The D4D data were donated by the mobile carrier Orange, and the research initiative was
organized with help from the University of Louvain (Belgium) and the MIT Human Dynamics
Lab (US), along with collaboration from Bouake University (Ivory Coast), the UN's Global
Pulse, the World Economic Forum, and the GSMA (which is the mobile carriers’ international
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See www.insead.edu/v1/gitr/wef/main/fullreport/files/Chap1/1.6.pdf
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22.WEF 2011, Personal data: The emergence of a new asset class. See www3.weforum.org/
docs/WEF_ITTC_PersonalDataNewAsset_Report_2011.pdf

23.www.idcubed.org and www.openmbhealth.org

24.This architecture can help prevent the use of Big Data from trampling on individual freedoms.
The key insight is that for these types of data systems, each type of data analysis operation has
a characteristic pattern of communication between different databases and human operators.
In consequence, it is possible to monitor the functioning of the *data analysis process without
access to, or endangerment of, the analysis content. In short, one can use “metadata about Big
Data” in order to monitor the use of Big Data, and can with reasonable confidence ensure that
only “normal” analysis operations are being conducted, without reference to specific content.
Governments that structure their data resources in this way can more easily monitor attacks
and misuse of all kinds.
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